Attribute-based encryption (ABE) allows one-to-many encryption with static access control. In many occasions, the access control policy must be updated and the original encryptor might be required to reencrypt the message, which is impractical, since the encryptor might be unavailable. Unfortunately, to date the work in ABE does not consider this issue yet, and hence this hinders the adoption of ABE in practice. In this work, we consider how to efficiently update access policies in Ciphertext-policy Attribute-based Encryption (CP-ABE) systems without re-encryption. We introduce a new notion of CP-ABE supporting access policy update that captures the functionalities of attribute addition and revocation to access policies. We formalize the security requirements for this notion, and subsequently construct two provably secure CP-ABE schemes supporting AND-gate access policy with constant-size ciphertext for user decryption. The security of our schemes are proved under the Augmented Multi-sequences of Exponents Decisional Diffie-Hellman assumption. Abstract. Attribute-based encryption (ABE) allows one-to-many encryption with static access control. In many occasions, the access control policy must be updated and the original encryptor might be required to re-encrypt the message, which is impractical, since the encryptor might be unavailable. Unfortunately, to date the work in ABE does not consider this issue yet, and hence this hinders the adoption of ABE in practice. In this work, we consider how to efficiently update access policies in Ciphertext-policy Attribute-based Encryption (CP-ABE) systems without re-encryption. We introduce a new notion of CP-ABE supporting access policy update that captures the functionalities of attribute addition and revocation to access policies. We formalize the security requirements for this notion, and subsequently construct two provably secure CP-ABE schemes supporting AND-gate access policy with constant-size ciphertext for user decryption. The security of our schemes are proved under the Augmented Multi-sequences of Exponents Decisional Diffie-Hellman assumption.
Introduction
Attribute-based encryption (ABE) enforces encrypted data to be decrypted with a secure access control mechanism that the assigned attributes must satisfy the access policies associated with ciphertext and private keys. ABE has become a promising cryptographic primitive providing one-to-many encryption. The notion of ABE was put forth by Sahai and Waters [22] with the original notion called fuzzy IBE, and subsequently followed by many othere works. In the notion of ABE, there are two variants, namely Ciphertextpolicy Attribute-based Encryption (CP-ABE) and Key-policy Attribute-based Encryption (KP-ABE), depending on the location of the access policy. In the former, the access policy is embedded in the ciphertext, whilst in the latter, the access policy is embedded in the private keys. We note that KP-ABE is less flexible than CP-ABE because in KP-ABE, once a users private key is issued the access policy is also determined, which makes the encryption more difficult as the encryptor needs to compare recipients access policies to all other users to choose a proper set of attributes for the ciphertext. In a CP-ABE system, users' keys are labelled with sets of descriptive attributes and distributed from a trusted key generation authority. Ciphertexts in the system are assigned specific access policies stating what attributes are required for its decryption. In such a system, a ciphertext can be decrypted by a user's key only if the set of attributes associated with the user's key satisfies its access policy.
When using CP-ABE to distribute a message to a specific set of users, the encryptor simply constructs an access policy such that the receivers can only decrypt the ciphertext if they have the set of attributes that satisfy the access policy. The encryptor can just merely encrypt the message with the access policy, and then upload it to the storage server. The storage server does not need to be trusted by receivers but it functions as a proxy, which performs the task that is assigned a priori. Unfortunately, to date, there is no CP-ABE that supports changes of access policies of ciphertexts. We note that this is a highly desirable feature as situation can change from time to time, and without the ability to update the access policy, CP-ABE cannot be adopted in practice. Hence, an efficient update mechanism over access policies of ciphertexts must be enabled.
One may think that the above question can be solved trivially by requesting encryptors to re-encrypt the messages when the access policies are updated. Unfortunately, this approach is very impractical and unusable, since encryptors may not even be available during the access policy update. Alternatively, the Ciphertext-policy Attribute-based Proxy Re-encryption (CP-AB-PRE) system may be employed for access policy update as showed in Fig. 1 . The CP-AB-PRE works as follows. When an access control authority has decided to update access policies of certain range of ciphertexts, he uses his own private key to generate a re-encryption key for each ciphertext from the old access policy to a new access policy, and uploads all the re-encryption keys to a proxy to modify the ciphertext. When the proxy receives the re-encryption key, it first checks if the attribute set of the owner of the re-encryption key satisfies the access policy of the ciphertext needed to be re-encrypted. If it does, then it proceeds with the re-encryption. We note that much effort have been put into developing and enhancing Attribute-based Proxy Re-encryption (AB-PRE) including CP-AB-PRE, and this solution is powerful and strong. What AB-PRE provides is an efficient mechanism of re-encryption, to wit to output the result of decrypting and encrypting to a new access policy without actually decrypting the ciphertext or knowing the plaintext, which can provide access policy update but with the restriction that the re-encryptor needs to generate valid re-encryption keys. Nevertheless, when the amount of involved ciphertexts rises, it becomes inefficient for the update initiator to generate all re-encryption keys and the upload bandwidth may also be limited, let alone it is unnecessarily that the initiator's private key should be able to decrypt all involved ciphertexts which then require some other users whose private key can decrypt to help re-encrypting. It can be seen that to update access policies for a large amount of ciphertexts will exceeds the capability of AB-PRE who specializes in re-encryption.
Our Contribution
In this work, we aim to equip the notion of Attribute-based Encryption (ABE) with access policy update. We present the notion of Ciphertext-policy Attribute Based Encryption supporting Access Policy Update (CP-ABE-APU). In our setting, the encryptor will produce encrypted data together with components used for access policy update and send them to a third party, which provides distributed storage servers and functions as access policy update proxy. This third party does not need to be trusted; it will store encrypted data for users accessing and execute access policy update algorithm as requested, which does not give it the ability of decrypting any ciphertexts. We present a new security model to capture these requirements, together with two constructions supporting AND-gate access policy provably secure under augmented assumptions. In our CP-ABE-APU constructions, the ciphertext consists of 3 group elements and the components used for access policy update consist of n − s − 1 and t group elements for attribute addition and revocation, respectively, where in the construction for attribute addition the AND-gate access policy consists of s attributes in a ciphertext and there are n attributes in total, and in the construction for attribute revocation the maximum revocation number for a ciphertext is t ( Table 1 ). The components for access policy update will only be stored in storage servers, which makes the ciphertext sent to users for decryption of constant size of 3. We also present the proofs of security of our constructions as well as proofs of intractability of augmented assumptions. 
Related Work
After the notion of Attribute-based Encryption (ABE) was introduced by Sahai and Waters [22] , Goyal et al. [9] proposed the first KP-ABE system, in which ciphertexts are associated with attributes, and secret keys are associated with access policies. Later, Bethencourt, Sahai and Waters [2] defined a complementary notion indicated in [22] , i.e. CP-ABE, but it is proven to be secure in generic group models. Cheung and Newport [6] presented the first CP-ABE construction whose security proof was given in the standard model, which allows the access policies to be a single AND-gate of attributes with values of positive, negative and wildcards. Goyal et al. [8] constructed a CP-ABE scheme but with large key size. Waters [25] designed efficient and expressive CP-ABE systems supporting any monotonic access structure. Attrapadung et al. [1] proposed an efficient CP-ABE for threshold access policy with constant-size ciphertexts, which adopted an algorithm Aggregate from [7] for their decryption algorithm. Later on, Waters [26] proposed the first deterministic finite automata-based functional encryption system in which access policy can be expressed by arbitrary-size regular language. Note that there are also some variants of traditional ABE in the literature, such as [21, 20, 13, 27] .
The above schemes are only selectively secure except for [2] being proven in the generic group model. Lewko et al. [11] introduced the dual system encryption technology into the ABE cryptographic setting to convert one of the CP-ABE systems proposed in [25] to achieve fully security with some loss of expressiveness. Later, Lewko and Waters [12] introduced a new method to capture full security without jeopardizing the expressiveness by employing the selective proof technique into the dual system encryption technology.
The proxy re-encryption scheme was first formalized by Blaze, Bleumer, and Strauss [3] . With the concept of ABE and PRE combined, Liang et al. [17] proposed the first CP-AB-PRE scheme based on the CP-ABE scheme [21] supporting non-monotonic access structures. Then Luo et al. [18] proposed another CP-AB-PRE scheme with multi-value positive attributes. Aside from this, Seo et al. [23] proposed a CP-AB-PRE scheme which has constant paring operation latency. Liang et al. constructed CP-AB-PRE schemes [16, 15, 14] proven secure in CCA security model. Recently, Susilo et al. [24] introduced a new notion of recipient-revocable identitybased broadcast encryption scheme. In their scheme, the encryptor produces and sends ciphertexts to a proxy for broadcasting, which will also be able to revoke some identities from the original set of recipients without the knowledge the plaintext.
Roadmap
The rest of this paper is organized as follows. In Sec. 2, we present some definitions and background that will be used throughout this paper. In Sec. 3, we briefly review bilinear groups and complexity assumption that are used in this paper. We present our CP-ABE scheme that supports attribute addition in Sec. 4, together with its security analysis. Sec. 5 deals with CP-ABE that supports attribute revocation, as well as its security analysis. We presented the analysis of the intractability of the hard problem that is used to analyze our schemes in Sec. 6. The analysis is done in the generic group model. Finally, we conclude the work in Sec. 7.
We first give formal definitions for the security of Ciphertext-policy Attribute Based Encryption supporting Access Policy Update. Then we give background information on pairings and complexity assumptions.
Access Structure [6]
Generally speaking, an access structure on attributes is a rule A that returns either 0 or 1 given an attribute set W . We say that W satisfies A iff A answers 1 on W . Access structures may be Boolean expressions, threshold trees, etc.
In this paper, we focus on access structures that consist of a single AND gate whose inputs are attributes. This is denoted A = at∈S at, where S is a subset of the attribute universe P and every at is an attribute in P. Given an attribute set W , A answers 1 iff for all at ∈ S, at ∈ W . Thus, W satisfies A iff S ⊆ W . Since AND-gates are sufficient in many application scenarios, our approach retains significant potential.
CP-ABE supporting Access Policy Update Definition
A ciphertext-policy attribute-based encryption system supporting attribute addition consists of five algorithms: Setup, Encrypt, KeyGen, Update and Decrypt.
Setup(1 λ , P). The setup algorithm takes input the attribute universe P as well as the implicit security parameter. It outputs the public parameters params and a master secret key msk. Enc(params, M , A). The encryption algorithm takes in the public parameters params, the message M , and an access structure A over the universe of attributes. It will output a ciphertext CT such that only users whose private keys associated with attribute sets which satisfy the access structure A can decrypt M . We assume that the ciphertext implicitly contains A. KeyGen(msk, W ). The key generation algorithm takes as input the master secret msk and a set of attributes W . It outputs a private key sk associated with W . Update(params, CT , opt, U). The addition algorithm takes as input the public parameters params, a ciphertext CT for an access policy A = at∈S at, an operation indicator opt = Add or Revoke and a set of attributes U with U ∩ S = ∅ if opt = Add or U ⊂ S if opt = Revoke. It outputs a new ciphertext CT for the new access policy A = at∈S∪U or at∈S\U according to opt. Dec(params, CT , sk). The decryption algorithm takes as input the public parameters P K, a ciphertext CT for an access structure A, and a private key sk associated with a set of attributes W . If the attribute set W satisfies the access structure A then the algorithm will decrypt the ciphertext and return a message M .
Selective CPA Security Model for CP-ABE supporting Access policy Update. We now give the security definition for CP-ABE system -Indistinguishability under selective chosen plaintext attacks (IND-sCPA security, for short). This is described by a security game between a challenger and an adversary for a security parameter λ ∈ N.
The game proceeds as follows:
Init The challenger defines an attribute universe P of size n and gives it to the adversary A. A chooses a challenge access structure A * of one attribute set S ⊂ P with s = |S|, and gives it to the challenger. Setup The challenger runs the Setup algorithm and gives the public parameters params to the adversary. Phase 1 The adversary queries the challenger for private keys corresponding to sets of attributes W 1 , . . . , W q1 with the restriction that none of these satisfies the access policy A * . Challenge The adversary declares two equal length messages M 0 and M 1 as well as a attribute set U * with t = |U * | and U * ⊂ S or U * ∩S = ∅ according to "opt" = Add or "opt"= Revoke respectively. The challenger flips a random coin β ∈ {0, 1}, and encrypts M β with A = at∈S\U * at for "opt"= Add or A = at∈S∪U * at for "opt"= Revoke, producing CT * = Enc(params, A * , M β ). It gives CT * to the adversary if U * = ∅, otherwise CT = Update(params, CT * , opt, U * ) . Phase 2 The adversary queries the challenger for private keys corresponding to sets of attributes W q1+1 , . . . , W q with the same restriction that none of these satisfies the access policy A * . Guess The adversary outputs a guess β for β.
The advantage of an adversary in winning this game is defined to be
Definition 1. A ciphertext-policy attribute-based encryption system supporting access policy update is selective chosen-plaintext attack secure if all polynomial time adversaries have at most a negligible advantage in this security game.
It is worth noticing that our newly defined security model has two different types of attackers considered.
1. When U * = ∅, the challenge ciphertext CT * is the direct result of encryption algorithm without any involvement of access policy update algorithm. It can be seen that this is essentially the property of IND-sCPA security for CP-ABE schemes that an adversary who does not hold a private key associated with a set of attributes satisfying the challenge access policy cannot distinguish which submitted message was encrypted as the challenge ciphertext. 2. When U * = ∅, the challenge ciphertext CT is the result of updating U * from A of the ciphertext of encrypted M β . It can be seen that in this situation it prevents the type of attackers who obtain private keys associated with any attributes satisfying access policy before update from learning anything about the plaintext.
Pairings and Complexity Assumption
Our construction will make use of groups with bilinear maps [5] , and two new computational assumptions, that fit into the General Diffie-Hellman Exponent framework proposed by Boneh, Boyen and Goh [4] .
Bilinear Maps
Let G 1 , G 2 and G T be three cyclic groups of prime order p. A bilinear map e(·, ·) is a map G 1 × G 2 → G T such that for any generators g 1 ∈ G 1 , g 2 ∈ G 2 and a, b ∈ Z p , the following three conditions hold:
ab . 2. Non-degeneracy e(g 1 , g 2 ) = 1. 3. Computability There exists efficient algorithms to compute all group operations as well as the bilinear map e(·, ·).
A bilinear map group system is a tuple S = (p, G 1 , G 2 , G T , e(·, ·)), composed of objects as described above. In our construction, an arbitrary bilinear map group system is adopted, without any specific additional property. In particular, it does not require G 1 and G 2 to be distinct or equal. Neither does it need an efficient isomorphism from G 1 to G 2 , and vice versa.
Complexity Assumption
The security of our schemes are reduced to the hardness of a problem, which we called the augmented multi-sequence of exponents decisional Diffie-Hellman problem. The problems are modified from the (l, m, t)-aMSE-DDH problem defined in [10] , of which the generic complexity is covered by the general Diffie-Hellman exponent theorem due to Boneh, Boyen and Goh [4] , as the problem lies in the scope of their framework.
First we introduce the assumption which our CP-ABE-AA scheme is reduced to. Let S = (p, G 1 , G 2 , G T , e(·, ·)) be a bilinear map group system. Let g 0 be a generator of G 1 and h 0 be a generator of G 2 . Let n, s be two integers. The first (n, s)-augmented multi-sequence of exponents decisional Diffie-Hellman ((n, s)-aMSE-DDH A ) problem related to S is as follows:
Input The vector − → x n = (x 1 , . . . , x n ) defines the coprime polynomials, of which the components are pairwise distinct elements of Z p ,
where κ,ω, α, γ are unknown random elements of Z p , element T b = e(g 0 , h 0 ) κ·f (γ) ∈ G T and a random group element T 1−b ∈ G T while b is a fair coin.
Output a bit b . The problem is correctly solved if the output is b = b.
The following statement is a corollary of Theorem A.2 in [4] . It provides an intractability bound in the generic model, but in groups equipped with pairings. We emphasize on the fact that, whereas the assumption has several parameters, it is noninteractive, and thus easily falsifiable [19] . Corollary 1 (Generic Security). For any probabilistic algorithm B that makes at most q G queries to the oracles performing group operations in G 1 , G 2 , G T and the bilinear map e(·, ·), its advantage in solving (n, s)-aMSE-DDH A problem is bounded as
Second, we introduce the assumption for our CP-ABE-AR scheme. Let S = (p, G 1 , G 2 , G T , e(·, ·)) be a bilinear map group system. Let g 0 be a generator of G 1 and h 0 be a generator of G 2 . Let n, s be two integers. The second (n, s)-augmented multi-sequence of exponents decisional Diffie-Hellman ((n, s)-aMSE-DDH B ) problem related to S is as follows:
. . , x n ) defines the coprime polynomials, of which the components are pairwise distinct elements of Z p ,
where κ, ω, α, γ are unknown random elements of
G T and a random group element T 1−b ∈ G T while b is a fair coin. Output a bit b . The problem is correctly solved if the output is b = b.
Corollary 2 (Generic Security). For any probabilistic algorithm B that makes at most q G queries to the oracles performing group operations in G 1 , G 2 , G T and the bilinear map e(·, ·), its advantage in solving (n, s)-aMSE-DDH B problem is bounded as
where d = 2(2n − s).
CP-ABE Supporting Attribute Addition Construction
In this section, we shall present our ciphertext-policy attribute-based encryption scheme that supports access policy update with operation indicator opt = Add.
Before presenting the description of our scheme, we introduce the adopted algorithm Aggregate of [7] for the decryption process. This algorithm is given for group elements in G T [7] , but it can be seen that it works in any group of prime order.
Aggregate({g
(γ+x i ) ∈ G 1 .
Description
Setup(1 λ , P) The PKG chooses a suitable encoding τ sending each attribute in P onto (different) elements τ (at) = δ ∈ Z p . It also chooses a bilinear group system S = (p, G 1 , G 2 , G T , e(·, ·)). It picks at random two generators g of G 1 and h of G 2 . Then, the PKG picks at random α, γ ∈ Z p and sets u = g αγ , and v = e(g α , h). The master secret key is then msk = (g, α, γ) and the public parameters are
KeyGen(params, W, msk) Given any subset W ⊂ P of attributes, the PKG picks r ∈ Z p at random, computes sk W = {g r γ+τ (at i ) } ati∈W , h r−1 γ .
Enc(params, M, A)
Given an AND-gate access structure of a set of attributes S ⊂ P with s = |S|, and a message M ∈ G T , the sender picks at random κ ∈ Z p and computes
The ciphertext sent from its encryptor to the storage server is then CT server = (E 0 , . . . , E n−s , C 1 , C M ) while the part of CT = (E 0 , C 1 , C M ) will be accessed by users for decryption. Update(params, CT, "add", U) Given a ciphertext CT with an AND-gate access structure of attribute set S and a set of attributes U = {at 1 , . . . , at t } with t = |U| and U ∩ S = ∅, the proxy adds attributes in U to the AND-gate access structure of the ciphtertext CT as follows. Let F (x) be the polynomial in x as
Then new ciphertext is then CT = (E 0 , C 1 , C M ) with its AND-gate access structure A of attribute set S ∪ U.
Dec(params, CT, sk W ) Any user with a set of attributes W such that W |= A can use the private key to decrypt the ciphertext. First, the user computes e(g, h) κ·α·r as follows. The user computes
With the output the user then computes e(g, h)
κ·α·r = e(g r at i ∈S 1 γ+τ (at i ) , E 0 ). After that, the user computes e(g, h)
κ·α = e(C 1 , h
κ·α·r . Finally, the user recovers the message M = C M e(g,h) κ·α .
Security Analysis
In this section, we are going to prove that our CP-ABE-AA scheme is secure against selective chosen-ciphertext attack, assuming that the (n, s)-aMSE-DDH A problem is hard to solve. Theorem 1. Let λ be an integer. For any adversary A against the IND-sCPA security of our CP-ABE-AA encryption scheme S AA , for an attribute universe P of size n, and a challenge setS with s = |S|, there exists an algorithm B of the (n, s)-aMSE-DDH A problem, such that
Proof. We now give the details of the simulation. From now on, we will denote by W S the subset W ∩ S.
Init B defines an attribute universe P = {at 1 , . . . , at n } of cardinal n. A gives B the challenge access structure A * defined by an AND-gate policy at∈S at where S ⊂ P of respective cardinal s. Here we assume S = {at n−s+1 , . . . , at n }.
with line (1.2) of its input values, since the exponent α · γ · f (γ) is a linear combination of {α, α · γ, . . . , α · γ n−s+1 } and B knows the coefficients of the exponent polynomial.
, h 0 ) with line (1.2) and line (1.4). -elements in {h
..,n with line (1.6).
-The encoding τ is defined as τ (at i ) = x i for i = 1, . . . , n. It can be seen that the encodings of the first n−s elements are the opposite of the roots of f (X), the encodings of the attributes in S are the opposite of roots of g(X).
Finally, B sends to A the simulated public parameters: u, v, h, {h αγ i } i=0,...,n , τ .
Phase 1
The adversary A makes private key queries. To respond to a query on attribute set W ⊂ P, where W |= A * , the algorithm B must produce a tuple of the form
Observe that since W |= A * all allowed queries must satisfy |W S | < s. B defines the polynomial Q W S (X) = 1
, where λ = A∈ω S τ (at) −1 , and simulates a private key for W as follows:
B picks at random y W in Z p , and defines r := (1 + ωy W γ)Q W S (γ). B then computes the elements for sk W :
Since an attribute at ∈ W can be in W S or P \ S, (γ + τ (at))|f (γ)Q W S (γ). The first factor can be computed with line (1.3) as its exponent is a polynomial in γ of degree at most n−1, and the second factor can be computed with line (1.1) as its exponent is a polynomial in γ of degree at most n − 2.
-The value h
, where the first factor can be computed from line (1.7) and the second factor can be computed from line (1.4), since Q W S (γ) is a polynomial with independent term 1 by its definition, thus
is a linear combination of {1, γ, . . . , γ s−2 }.
Challenge Once A sends to B the two messages M 0 and M 1 as well as an update attribute set U * , B flips a coin β ∈ {0, 1}, and sets C *
To simulate the rest of the challenge ciphertext, B implicitly defines the randomness for the encryption as κ * = κ/α, and sets
which is given in line (1.5) as well as E * A,S AA (λ). Below we analyse the simulation in two cases.
Therefore, the simulation of B is perfect, and the adversary A will guess the bit β with its advantage. Hence, if b = 0 we have
Else, if b = 1 and T 0 is uniformly random in G T , C * M is uniformly random and independent in G T , and the value of β is independent from A's view as well, Case 2 (U * = {at 1 , at 2 , . . . , at t } = ∅). In this case, we first show that how a challenge ciphertext should be produced in a real game. Formally, the correct procedures are as follows.
Let S = S \ U * . The encryption algorithm Enc(params, A = at∈S at, M β ) is run to get CT * . More precisely, it picks a randomness κ ∈ Z p and computes,
The Addition algorithm Add(params, CT * , U * ) is run to add the attribute set U * to the access policy of the ciphertext CT * . It processes as follows.
. Now we assume that the randomness κ used in producing CT * is defined as κ ·α = κ. The challenge ciphertext CT turns out to be as follows,
It can be seen that if b = 0, T 0 = e(g 0 , h 0 ) κ·f (γ) , the challenge ciphertext in a real game is exactly the same as the simulated challenge ciphertext. The simulated game would be a perfect simulation if it can be proved that the setting of κ is indistinguishable from a real random value from the view of A. It will suffice as κ is random to A. This completes the proof.
CP-ABE Supporting Attribute Revocation Construction
In this section, we shall present our ciphertext-policy attribute-based encryption scheme that supports access policy update with operation indicator opt = Revoke.
Description
Setup(1 λ , P) The PKG selects a suitable encoding τ sending each attribute in P onto different elements τ (at) = δ ∈ Z p . It also chooses a bilinear group system S = (p, G 1 , G 2 , G T , e(·, ·) ). It picks at random two generators g of G 1 and h of G 2 . Then, the PKG picks at random α, γ ∈ Z p and sets {u i = g αγ i } i=1...n , and v = e(g α , h). The master secret key is then msk = (g, α, γ) and the public parameters are
KeyGen(params, W, msk) Given any subset W ⊂ P of attributes, the PKG picks r ∈ Z p at random, computes sk W = {g r γ+τ (at i ) } ati∈W , h r−1 γ . Enc(params, M, A, l) Given an AND-gate access structure of a set of attributes S ⊂ P with s = |S|, a message M ∈ G T and an extra input which is a maximum revocation number l ≤ s, the sender picks at random κ ∈ Z p and computes
The ciphertext sent from its encryptor to the storage server is then CT server = (E 0 , C 1 , . . . , C t+1 , C M ) while the part of CT = (E 0 , C 1 , C M ) will be access by users for decryption. Update(params, CT, "revoke", U) Given a ciphertext CT = (E 0 , C 1 , . . . , C t+1 , C M )
for an AND-gate access structure A = ∧ at∈S at, a revocation attribute set U = {at 1 , . . . , at t } ⊆ S with t ≤ l and the public parameters params, the revocation update algorithm works as follows. Let F (x) be the polynomial in x as
With the output the user computes e(g, h)
Security Analysis
In this section, we prove that our scheme is secure against selective chosen-ciphertext attack, assuming that the (n, s)-aMSE-DDH B problem is hard to solve. Theorem 2. Let λ be an integer. For any adversary A against the IND-sCPA security of our CP-ABE-AR encryption scheme S AR , for an attribute universe P of size n, and a challenge setS with s = |S|, there exists an algorithm B of the (n, s)-aMSE-DDH B problem, such that
We now give the details of the simulation.
with line (2.2) of its input values, since the exponent α · γ i · f (γ) is a linear combination of {g 2 (γ) · α, . . . , g 2 (γ) · α · γ 2n−s } and B knows the coefficients of the exponent polynomial.
..,n with line (2.6).
Phase 1
Observe that since W |= A * all allowed queries must satisfy |W S | < s. B de-
Since an attribute at ∈ W can be in W S or P \ (S), (γ + τ (at))|f (γ)g 2 (γ)Q W S (γ). The first factor can be computed with line (2.3) as its exponent is a polynomial in γ of degree at most n − 1, and the second factor can be computed with line (2.1) as its exponent is a polynomial in γ of degree at most n − 2.
, where the first factor can be computed from line (2.7) and the second factor can be computed from line (2.4), since
is a polynomial with independent term 1 by its definition, thus
Challenge Once A sends to B the two messages M 0 and M 1 as well as a attribute set U * with t = |U * | and U * ∩S = ∅ including all attributes needed to be revoked, B flips a coin β ∈ {0, 1}, and sets C * Thus, we have the advantage of B in solving the (n, s)-aMSE-DDH B problem in Case 1 is
Case 2 (U * = ∅). In this case, we first show how a challenge ciphertext should be produced in a real game. Formally, the correct procedures are as follows.
Let S = U * ∪ S. The encryption algorithm Enc(params, A = at∈S at, t, M β ) is run to get CT * . More precisely, it picks a randomness κ ∈ Z p and computes,
The revocation algorithm Revoke(params, CT * , U * ) is run to revoke the attribute set U * from the access policy of the ciphertext CT * . It processes as follows. Let F (x) be the polynomial in x as
.
. Finally, the challenge ciphertext in a real game is produced CT = (E 0 , C 1 , C M ). Now we assume that the randomness κ used in producing CT * is defined as κ =
. Then let κ * = κ/α and the challenge ciphertext CT turns out to be as follows,
κ·f (γ) , the challenge ciphertext in a real game is exactly the same as the simulated challenge ciphertext. The simulated game would be a perfect simulation if it can be proved that the setting of κ is indistinguishable from a real random value from the view of A. It will suffice as κ is random to A. This completes the proof. .
Intractability of (n, s)-aMSE-DDH Assumptions
In this section, we provide the analysis of the intractability of (n, s)-aMSE-DDH problem. The intractability analysis is based on the analysis in the generic group model in [7] .
Notations
For simplicity, we scope the problem to bilinear map group systems in the symmetric case ·) ) be a bilinear map group system. Let g ∈ G be a generator of G, and set g T = e(g, g) ∈ G T . Let s, m be two positive integers and P, Q ∈ F p [X 1 , . . . , X m ] s be two lists containing s m-variate polynomials over F p . Thus, P and Q can be written as P = (p 1 , p 2 , . . . , p s ) and Q = (q 1 , q 2 , . . . , q s ), and impose that p 1 = q 1 = 1. For any function h : F p → Ω and vector (x 1 , ..., x m ) ∈ F m p , the notation h(P (x 1 , . . . , x m )) stands for (h (p 1 (x 1 , . . . , x m ) ), . . . , h(p s (x 1 , . . . , x m ))) ∈ Ω s . We use a similar notation for the s-tuple Q. Let f ∈ F p [X 1 , ..., X m ]. It is said that f depends on (P, Q), which we denote by f ∈ P, Q , when there exists a linear decomposition f = 1≤i,j≤s a i,j · p i · p j + 1≤i≤s b i · q i , where a i,j , b i ∈ Z p . Let P , Q be as above and f ∈ F p [X 1 , . . . , X m ]. The (P, Q, f )-General Diffie-Hellman Exponent problems are defined as follows. Definition 2 ((P, Q, f)-GDHE [4] ). Given the tuple
Definition 3 ((P, Q, f)-GDDHE). Given H(x 1 , ..., x m ) ∈ G s × G s T as above, and T ∈ G T , decide whether T = g f (x1,...,xm) .
We refer to [4] for a proof that (P, Q, f )-GDHE and (P, Q, f )-GDDHE have generic security when f ∈ P, Q . We will prove that our construction is secure by first exhibiting the polynomials P , Q and f involved in the security proofs, and then by showing that f ∈ P, Q .
(n, s)-aMSE-DDH
In this section, we prove the intractability of distinguishing the two distributions involved in the (n, s)-aMSE-DDH A problem (cf. Corollary 1, Section 3.2). The proof of the intractability of the (n, s)-aMSE-DDH B problem (cf. Corollary 2, Section 3.2) is similar to that for Corollary 1, and hence, we omit it.
Proof (Proof of Corollary 1). To wrap up Corollary 1, we need to show that (n, s)-aMSE-DDH A problem fits in the framework of Theorem A.2 in [4] . As mentioned above, we consider our problem in the weakest case G 1 = G 2 = G and pose g 0 = g, h 0 = g β . Our problem can be reformulated as (P, Q, F )-GDDHE where
1, γ, . . . , γ n−2 , κ · γ · f (γ), α, α · γ, . . . , α · γ n−s+1 , ω · γ, ω · γ 2 , . . . , ωγ n−1 , β, β · γ, . . . , β · γ s−2 , βκ · g(γ), βκ · γ · g(γ), . . . , βκ · γ n−s · g(γ), βα, βα · γ, . . . , β · α · γ n βω, βω · γ, . . . , βω · γ n ,
We need to prove the independence of F from P, Q . By making all possible products of two polynomials from P which are multiples of βκ, we want to prove that the sum of any polynomials from the list R below does not lead to F :
. . .
where A, B are polynomials in γ. After simplifying the list R, it can be seen that if F is not independent of P, Q which can then be re-written into (1−γ ·A(γ))f (γ) = B (γ)g(γ) where 1−γ ·A(γ) = 0, deg B 1 (γ) ≤ n + s − 4. Since f and g are coprime, we must have g(γ)|(1 − γ · A(γ)). However, deg (1 − γ · A(γ)) < deg g(γ) will result in 1 − γ · A(γ) = 0, which contradicts with the fact 1 − γ · A(γ) = 0.
In this paper, we considered the problem of access policy update in ABE schemes, which make the ABE schemes become practical. When an ABE scheme is not equipped with efficient access policy update, it cannot be used in practice as policy update is an essential feature in the dynamic environment. We outlined some trivial solutions including using AB-PRE system, and also pointed out the difference between access policy update and ciphertext re-encryption, which showed the importance of a general efficient access policy update mechanism. We presented notions of ciphertext-policy attributebased encryption supporting attribute addition and revocation, and subsequently presented two new CP-ABE schemes featured with functionalities of adding and revoking attributes, respectively. We also proposed a new selective CPA model for CP-ABE with these new features. Finally, we also proved the security of our schemes. The proposed schemes are proven secure against selective CPA under the assumptions that the augmented Multi-Sequence of Exponents Decisional Diffie-Hellman (aMSE-DDH) problems are hard. The intractability of the aMSE-DDH problems is proved in generic group model within the frame work of General Diffie-Hellman Exponent problem in [4] . It remains an open problem to obtain a scheme integrated with efficient access policy update mechanism supporting more expressive access policies which can be proven secure under a more general computational assumption.
